GIAI PHAP GIAM SAT THONG MINH CHO SAN BAY
UNG DUNG CAMERA GIAM SAT VA AI TANG CUONG

1. MUC TIEU GIAI PHAP
1.1. Muc tiéu cua giai phap
e Tang cuwong an ninh hang khong
- Giam sat lién tuc cac khu vyc trong yéu dé phat hién sém céac hanh vi bat
thuong, xam nhép trai phép, bé quén hanh ly.
- HO tro lyc lugng an ninh chil dong xtr 1y thay vi chi phan g sau su cd.
e Dam bido an toan cho hanh khach va phuong tién
- Kiém soat luéng giao thong tai khu vuc don tra khach, trdnh un tic, tai nan.
- Giam thiéu rui ro chen ln, thét lac hodc trao d6i hanh 1y tai khu vuc kiém tra.
- Pam bao quy trinh 1én xudng tau bay trat tu, ngin ngira su cd khong mong
mudn.
e Téi wu héa van hanh va ngudn nhén lyc
- Tu dong hoa giam sat thay cho viéc quan sat thu cong.
- HO tro nhan vién an ninh tap trung vao xtr Iy tinh hudng thay vi giam sat thy
dong.
- Giam chi phi van hanh trong khi van nang cao hiéu qua giam sat.
e Nang cao trdai nghiém hanh khach
- Giup hanh khach di chuyén thuén tién, nhanh chéng, it gian doan.

- Tao mdi truong an toan, than thié€n, ding chuan ctia mot san bay qudc te.



e Tuén thi tiéu chuin qudc té va dinh hwéng chuyén ddi so
- Pép ung yéu cau ngay cang khat khe ctia ICAO, Cyuc Hang khong Viét Nam.
- Ung dung cong nghé Al dé xdy dung mé hinh san bay thong minh, hién dai va
bén viing.
1.2.  Thach thitc ciia hé thong
e MBoi trudmg phitc tap, nhiéu bién dong
- Luong nguoi va phuong tién ra vao san bay lién tuc, kho kiém soat hanh vi bat
thuong.
- Anh sang thay d6i manh (ban ngay, ban dém, mua, ning, swong mu) gdy anh
hudng dén chét luong hinh anh.
- Nhiéu diém chét trong khong gian rong (bai xe, hanh lang dai, ng dan tau bay).
e Yéu ciu an ninh nghiém ngit
- Nganh hang khong c6 tiéu chuin bao mat va giam sat cao, moi sai s6t di nho
cling c6 thé din dén rui ro 16n.
- Hé thong can phat hién chinh x4c, han ché canh bao gia dé tranh 1am gian doan
quy trinh khai thac.
e Tich hop véi ha ting hién hiru
- San bay dang c6 san mot s6 hé thong camera va VMS; viéc tich hop Al phai
tuong thich, khong gay gian doan van hanh.
- Yéu cau dong bo dir lidu vé6i cac hé thong quan 1y an ninh, giao thong va diéu
hanh cua san bay.
- Cac hé théng quan Iy riéng biét, kho tich hop céc thiét bi khac nhau (Camera, Radar,
Loa IP, Thiét bi lién lac Video Intercom, Thiét bi quan Iy truy cép ctra, Thiét bi diéu
khién tich hop Network I/O).
e Kha ning mé rong & tinh lién tuc
- Khi luu lugng hanh khach ting, hé thong phai dap ung xtr 1y video & quy mo
16n, d6 tré thap.
- Giai phap can hoat dong on dinh 24/7, ké ca khi c¢6 su ¢d mat dién, mang, hoac
thiét bi hong.
e Ngudn nhin hre va vin hanh
- Nhan vién an ninh can dugc dao tao dé hiéu va van hanh hé théng Al, khong
chi dira vao kinh nghiém truyén théng.
- Thay doi théi quen 1am viéc: tir giam sat thi cong sang dwa vao canh bao thong

minh.



e Chi phi diu tw va bao tri

Hé thdng Al doi hoi ha ting tinh toan (server/edge Al) va luu trit dung lugng
16n. Céc giai phap phan tich Al can linh hoat trong viéc két hop linh hoat phan
tich tai bién trén camera va treenn server dé giam thiéu cau hinh xt 1y toan bo
trén server tang chi phi dau tu van hanh hé thong.

Cén can bang giita ngn sach dau tu va mirc do hiéu qua thuc té, dong thoi du

tru chi phi bao tri dinh ky.

1.3.  Muc tiéu ciia giai phap dé xuit
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Mat bang bé tri camera mé phong kha nang quan sat
Giai phap camera giam sat ing dung Al thong minh véi m6 hinh END-TO-END sur dung
phan tich Al tai bién (Edge AI) két hop voi Al server trung tim ting cudng, nham dat duoc
cac muc tiéu sau:
> Khu vuc 16i dirng xe tra khach dén sin bay

Muc tiéu: Dam bao giao thong thong sudt, an ninh trat tu tai khu vuc don tra khach, han
ché tinh trang dimg dd sai quy dinh.
Ung dung Al:

- Phat hién hanh vi ding xe qué thoi gian cho phép, dd xe sai vi tri.

- Tich hop canh bao theo thoi gian thye cho luc lugng an ninh san bay.

- Canh bao ngay 1ap tirc trén man hinh giam sat hodc giri dén nhan vién an ninh
Loi ich: Nang cao hiéu qua quan 1y giao thong tai khu vyre cong, giam un tic, ting tinh an
toan cho hanh khach va tai xé.

B tri thiét bi:
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Mt bang bé tri camera mé phong kha ning quan sat

> Khu vue kiém tra hanh Iy (check-in, soi chiéu an ninh)
Muc tiéu: Dam bao quy trinh kiém tra hanh 1y minh bach, an toan va giam thiéu nguy co
gian 1an, mét cép.
Ung dung Al:
- Phat hién hanh vi bat thuong ctia hanh khach (chen 1an, dam dong can tro 16i di
chuyén).
- Nhan dién hanh vi xdm nhap trai phép vao khu vuc han ché. Phat hién tinh
huéng déng duc qua mirc (crowd detection) dé diéu phdi nhan su kip thoi.
- Két hop nhan dién khuon mit (Face Recognition) véi co s& dit 1iéu nhan vién
ndi bg, hanh khach nghi van, VIP dé ting cuong an ninh. (tlty muc do 4p dung)
- Canh bao ngay 1ap tirc trén man hinh gidm sat hodc giri dén nhan vién an ninh.
Loi ich: Tang cuong do tin ciy trong quy trinh an ninh, giam nguy co that lac hodc trao
ddi hanh ly, hd trg nhan vién an ninh xtr 1y nhanh hon.
B tri thiét bi:
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Mat bang bé tri camera mé phéng kha nang quan sat

> Khu vue hanh lang duwong din hanh khach ra /vaoe nha ga
Muc tiéu: Pam bao giam sat an toan tuyét d6i hanh lang dudong dan khach ra/vao nha ga,
ngin ngira xAm nhap trai phép va kiém soat hanh khach.
Ung dung Al:
- Kiém soat s6 luong hanh khach 1én tau bay, canh bao néu c6 ngudi di nguoc
chiéu hodc ¢ tinh quay lai (tuy chinh theo yéu cau quy hoach ludng di chuyén

thuc té)



- Giam sat hanh vi bit thuong nhu bo lai hanh 1y, tu tap déng ngudi can tré ludng
di chuyén.
- HO tro luu vét hinh anh lam béng ching khi co su cd tranh chép hodc khiéu nai.
- Canh bao ngay 1ap tirc trén man hinh giam sat hodc giri dén nhan vién an ninh
Loi ich: Giam nguy co xdm nhép trai phép vao khu vuc an ninh hang khong, kiém soat
ludng giao thong thong thoang cho cac hanh lang di chuyén, giam nguy co that lac hoic
trao d6i hanh 1y, hd trg nhan vién an ninh xtr Iy nhanh hon.

B tri thiét bi:
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Mt bang bé tri camera mé phong kha ning quan sat

> Khu vue 6ng din 1én xudng tau bay (Passenger Boarding Bridge — PBB)
Muc tiéu: Dam bao an toan tuyét ddi trong khau 1én/xudng may bay, ngan ngira xam nhap
trai phép va kiém soat hanh khach.
Ung dung Al:

- Kiém soat s6 luong hanh khach 1én tau bay, canh béo néu c6 ngudi di nguoc
chidu hodc ¢b tinh quay lai (tiy chinh theo yéu cau quy hoach luéng di chuyén
thuc t&). Giam sat hanh vi bat thuong nhu b lai hanh 1y, tu tap dong ngudi can
tro ludng di chuyén.

- Phat hién ddi trong khong c6 thé 1én tau (boarding pass) nhung cb ging di vao
khu vire dng dan. Yéu cau két hop véi dir liéu tir hé thong kiém soat thé 1én tau
& camera Al (O cong boarding, hanh khach phai quét thé 1én tau (boarding
pass) qua may quét (barcode/RFID). Camera Al duoc dit ngay tai cong
boarding gate dé:

o Dém so6 lugng nguoi di qua.



o So khdp voi dit liéu check-in tir hé thong boarding pass.

o Néu phat hién nguoi di qua ma khong co lugt quét hop 1€, hé thong s&
canh bado cho nhan vién an ninh.

o Co ché: So sanh sd luot quét hop 18 voi sd nguoi thuc té di qua camera

- Két hop nhan dién khuon mit (Face Recognition) v6i co s& dit liéu nhan vién
ndi bo, hanh khach nghi van dé ting cudng an ninh. (ty chinh theo muc d6 ap
dung thyc té)

o Néu sin bay trién khai biometric boarding (nhu ¢ nhiéu san bay 16n),
camera Al tai éng din s& dbi chiéu khuon mat hanh khach véi dit lidu
da dang ky luc check-in.

o Ngudi khong co boarding pass s& khong co dit liéu trong hé thong = bi
phat hién ngay khi di vao

- HGO tro luu vét hinh anh lam bﬁng chung khi co6 su cd tranh chép hodc khiéu nai.

- Canh bao ngay 1ap tirc trén man hinh giam sat hodc giri dén nhan vién an ninh
Loi ich: Gidm nguy co xam nhap trai phép vao khu vuc an ninh hang khong, bado dam an
toan va trat ty khi boarding/deboarding.

B6 tri thiét bi:
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2. KIEN TRUC TONG THE CUA GIAI PHAP
2.1 So' d6 tong quan phin cirng ciia h¢ thong
Giai phap giam sat thong minh duoc thiét ké theo mé hinh phan tang, két hop xtr Iy Al
tai bién (Edge Al) vdi phan tich nang cao tai Al Server trung tam, cho phép phan ting tuc
thoi tai hién truong va tong hop dit liéu phuc vu phén tich cdp cao tai trung tim diéu hanh.
Mo hinh quan 1y tich hop cac phan cimg END-TO-END duoc xay dung dé giai quyét
hau hét cac van dé cua du an, linh hoat trong viéc mé rong tich hop cac hé théng khac
nhau, khong bi gidi han trong viéc tich hop van hanh cac hé thong riéng 1é, cung cAp mot

nén tang md dé tich hop va moé rong trong tuong lai.

2 Shutters, lighting, CCTV cameras Intercoms Audio Strobe sirens
AXIS Camera Station alarm panels, etc. Increase functionality Manage visitors Proactive security For deterrence
Video, audio, visitor Inputs R using ACAPS . and warnings
management, access control 1 !— — "
S o i 4
and analytics in one system P < A
¥ Outputs ‘ - ' )
API %
3rd party software integration v
3rd party hardware

integration Access control
Connected to door
] : l l lock, control reader,
= exit button

4 Body worn cameras

For collection of live
. evidence
Validated hardware range

Servers, appliances and
POE switch

workstations Power — H UPS can provide power redundancy
to connected devices

M6 hinh tich hop tong thé End to End Solutions

bl

2.2. So @6 tong quan ciia hé thong tich hop Al ciia hé thong:
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Video Management Server Al Server HE thing quan tri nghiép vu
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Cameara AL Camera thuimg Camera Facs Infereom Audio IR Bang thong Metwork IO
bao dién ti

MG hinh tich hop tong thé img dung Al



Ludng xir 1y AI nhw sau:

- Céc thiét bi bién nhu camera phat hién ding dd xe trai phép, camera nhan dién
khuon mit, dém nguoi, hanh 1y bé quén sé& lién tuc ghi nhan hinh anh va dit liéu, di
liéu phuong tién; thyc hién nhan di¢n khuén mat, nhan di¢n phuong tién tai chd va
giri hinh anh nhén dién vé server Al xt 1y.

- Al server chay cac phin mém phan tich s& xir Iy cac hinh anh giri tir camera hozc
cac lu(‘A)ng video tir VMS dé thuc hién phan tich nang cao nhu: nhan dién khuén mat,
phan tich ting cudong dic diém ngudi, dic diém d6i twong phuc vu an ninh. Ngoai
ra server Al ciing sir dung cac dit liéu metadata tir camera guri dé phan tich dén hé
thdng quén tri nghiép vu ciing nhu diéu khién thiét bi hién truong.

- Céc thiét bj hién truong nhan canh bao truc tiép tur trung tam diéu hanh hodc tu

dong tir cac thiét bi bién dé phat canh béo.

Gidi tinh: nam Canh béo danh sach theo dai
DPeo thi xach: c6  Canh béo xam nhép

Khau trang: khéng Canh béo dam déng

Cao: ~1m8

Canh béo di sai lan
Canh bao vuot dén do
Canh bio tic duong

s

Két qua phat hién xe dimg d5 trai phap
tir Camera AT
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>~ " -
_ A dd SIP s
AXIS Object
Analytics Siren Music Calling Audio
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Aash Alarms Strobe Input/Qutput Lights
A A &
Notifications Email Email w/video PTZ Presets
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o
HVAC Control Radar Integrations Custom

Kich hoat tich hop cac hanh dong



2.3. Mt s6 cac tinh hudng wng dung dién hinh

Washroom needing service.

} Rule
Condition AXIS Obj'ect Analy}ics -
: Crossline counting
(Threshold: > 50)
‘ : Action Send notification to email

Women's
washroom

AN
needs

@D 1234567890@provider.com i senvice
2

Al rng dung canh bao thuc hién dich vu tw dong

Detection of human occupancy in area.

Rule
Condition AXIS O_bject_AnaIytics -
Objects in area
Acti Send notification through
HTTP

<
& Please help to open the
- ) counter!

Al rng dung canh bao thuc hién dich vu tw dong

Parking lot is full.

Rule
Condition AXIS Object Analytics ~
Occupancy in area
Action Send notification through http

Al ving dung cdanh bdo bdi dé xe tw dong



Detection of human in vehicle lane.

Rule
Condition AXIS Object Analytics -
Objects in area
= Send notification through
Action St

%
el Please do not walk
. in vehicle lane! )

Al vng dung canh bdo Loa ty dong

Tailgating detection alarm

Rule
T AXIS Object Analytics —
Sensiien Tailgating detection
Action Send notification through http

*ALARM SOUND* |
|
A e

Al g dung canh bdo thiét bi ngoai vi, dén coi chop, diéu khién cira

3. CAC TINHNANG CHINH CUA PHAN MEM QUAN LY VMS VA PHAN MEM
PHAN TICH AI

3.1 Phan hé phan mém quan 1y giam sat video (VMS) — (AXIS Camera Station Pro)
Phan hé phan mém quan 1y giam sat video (VMS) ¢6 cac tinh ning chinh sau:
- Quanly két ndi, cAu hinh thiét bi camera, loa, intercom, radar, network I/O
- Kha nang mé rong tich hop hé théng dé dang, cung cap API mé dé tich hop cac hé
théng khac
- D@ dang tich hop véi cac hé thong khac (mg dung AI) dé phan tich video ting
cuong

- B9 tinh nang chinh bao gém:



Tinh nang

Mo ta

Tinh ning phan mém

quan ly camera

Kién trac hé théng: HO tro multi-server va multi-site
(Khéng gi6i han s luong ngudi ding, sb lugng thiét

bi, may chu)

Ngén ngit hién thi ctia phadn mém hd tro tiéng anh,

tiéng viét

Quan ly tap trung

Hé thdng c6 kha ning quan 1y tip trung, voi mot may
khach quan 1y két ndi dén nhiéu may chua cung lic,
c6 kha ning ciu hinh tir xa v6i moi may chu ghi hinh,

thiét bi, quy tac, lich va quyén ngudi dung

Co thé tao danh sach cac nhom may chu va vi tri
trong danh sach may chu giup dé dang truy cép va

két noi td1 nhiéu may chu khac nhau cung ltc.

Hb tro tinh ning truy cap hé thong tir xa khong yéu
cau cdu hinh cac thiét bi chuyén tiép cong va can
thiép vao bd dinh tuyén mang. Cong nghé sé& str dung
nhiéu cip d6 xac thuc dé thiét lap giao tiép an toan,

duoc ma hoa giira may khach va hé thng giam sat.

HO tro céc thiét bi dugce dinh nghia trong cua ti€u
chuan IEC62676-2-3. Cac thiét bi tdi thiéu phai tuan
thu ONVIF Profile S

Ban quyén phan mém

Tinh phi theo s6 lugng camera, phan mém hd tro cap
nhat cac tinh ndng maéi ctia h¢ thong va cac cap nhat

ctia hé thong

Tinh mé ciia phan mém

Tich hop phan mém véi cac hé thong khac thong qua
giao dién lap trinh tng dung, H trg API d¢é tich hop

phan mém

D@ dang tao cac nut hanh dong (button) trong ché do
xem tryc tiép (live view) dé kiém soét chtc ning

thiét bi ciing nhu cac hé thong bén ngoai. H trg kha




nang phat cac tin nhin dugc ghi 4m sin ra hé thong
loa dé ngan chin nhitng ké xAm nhap hoic thong bao
cho nhan vién va khach hang thong qua céc nut chire

nang nay.

Dé dang tao ban do tuong tac dé c6 duoc cai nhin
téng quan twong tac dé d& dang diéu hudng thiét bi.
Dait thiét bi trén ban do, thém Camera c6 ché do xem
hinh thu nho truc tiép trén ban dd, c6 kha ning kich
hoat clip 4m thanh ra loa truc tiép trén ban do, c6 thé
xem trang thai cua céac vi tri ctra ra vao (dong hodc
mo), c¢6 thé diéu khién ctra tryc tiép trén ban d6. Co
thé kich hoat cac su kién duoc thiét 1ap trong quy tac

su kién truc tiép trén ban do tuong tac.

Hé thong c6 thé tu dong kiém tra nang cip firmware
thiét bi médi; Firmware co thé dugc nang cip song
song hodc theo trinh ty. Nguoi dung duogc thong bao
khi khai dong thiét bi may khach gitp ngudi ding c6
thé quyét dinh va chon lya nang cap firmware hay 13
khong, cac phién ban firmware ciing s& duoc hién thi
dé nguoi dung c6 thé chon lua trong viée ning cap

hé théng.

Nhiéu thiét bi c6 thé duoc cau hinh cung mat lic
bang cach sao chép cai dat thiét bi tir mot thiét bi
hoic bang cach ap dung tép cau hinh, cai dit ngdy va
gid cho cac thiét bi c¢6 thé dugc ddng bo hoa véi thoi
gian mdy tinh ciia may chu, v41 may chi NTP hoac

dat tha cong.

C6 thé truy cap tat ca cac tinh nang thiét bj duoc két
nbi thong qua giao dién web cua thiét bi. Diéu nay
cho phép truy cdp vao chirc nang nang cao va cho
phép cau hinh hiéu qua khi truy cap tir xa truc tiép

trong giao di¢n client




HO tro thém céac ludng video RTSP va HTTP ctia mot
thiét bi vao phan mém cung luc giap linh hoat trong

van dé hién thi va ghi hinh

Hd tro két ndi an toan véi thiét bj qua HTTPS, may
chu ciing ¢6 thé tao cAu hinh nhu mot co quan cap
chtng chi véi thoi gian cua chimg chi cé thé duoc

chi dinh

C6 thé nhép tap tin cai dit vao phan mém quan 1y tur
cong cu thiét ké dé tiét kiém thoi gian cai dat va loai
bo 16i béng cach xudt cac cdu hinh dugc thuc hién
trong cong cu thiét ké sang phan mém quan ly

camera

Ché @6 xem tryec tiép

Ho tro da man hinh, cho phép hién thi camera tir
nhiéu may chil khac nhau dong thoi, linh hoat chon
cac camera hién thi tir cic may cha khac nhau. C6
thé chon nhiéu Camera hodc ché d6 xem va guri

ching dén mgt bd giai ma dugc két né1 véi may chu.

Nhan cac canh bao video ghi hinh va video truc tiép.
Cho phép ngudi diung nhip chudt phai vao mot tab
va lién két n6 véi cac canh bao. Bang cach do, cac
hanh dong bao dong s& khong can thiép vao ché do

xem hién tai cia nguodi dung.

Cho phép ghi hinh thii cong truc tiép trong giao dién
xem truc tiép, cho phép xem lai ttrc thi video giup d&
dang nhay tir ché do xem truc tiép tré lai trong thoi
gian mot vai gidy (ngudi dung co thé cdu hinh
khoang thoi gian) dé ngay lap tirc diéu tra mot céi gi

d6 nhin thay trong ché do xem truc tiép.

Cho phép chup anh tinh tir ché do xem tryc tiép hodc
trong ché d6 xem lai tirc thi, cho phép dé dang luu va

chia sé hinh anh tinh tir Camera hodc ban dd




HG tro hién thi cic camera 360 dd, dinh dang corridor
(9:16), hién thi 1 ludng video cho cac camera da cam
bién véi ché do xem ghép ndi video dé hién thi 1
video duy nhét, xem tryc tiép radar dé hinh dung
chuyén dong cia ké xAm nhdp trong trudng nhin
radar, ¢ thé tich hop giao dién web cua cac Switch
mang dé quan 1y va cai dit thiét bi switch trong giao

dién client

Cho phép str dung mét khung hinh hién thi c6 thé
duoc dit 1am diém phét song tu dong dé tai ché do
xem tir khung hodc ban do khéac khi nhap vao khung
d6. Cac khung hién thi nay ciing c6 thé duoc sir dung
nhu dé hién thi mot hanh dong trong cac quy tac hanh
dong va dugc sir dung dé hién thi hinh anh bao dong
mot cach ty dong. Gitp co thé hién thi cac su kién ra
khung hién thi 16n mot cach tu dong dé xem chi tiét

hon.

Hb trg Am thanh

Cho phép nghe tin hi¢u &m thanh cung v6i hinh anh
video trong ca ché do xem truc tiép hodc ché d6 xem

lai

Cho phép noi chuyén tryuc tiép thong qua cac loa dé
ngan chin kip thoi cac tinh hudng xay ra khi quan sat
truc tiép camera, hodc 1a ¢ thé sir dung dé thong bao

va lién lac t61 nhan vién hodc khach hang.

HO tro tinh nang tit 4m thanh don gian trén giao dién
xem tryc tiép khi theo doi nhiéu kénh video va 4m

thanh cung luc,

Cho phép hién thi phd 4m thanh va bién d6 4m thanh
dugc hién thi mau dudi dang 16p phi trong ludng
video trong ca ché do xem tryc tiép va xem lai. Gitp

nguoi van hanh xac dinh dugc chinh xac nguén am




thanh trén cac ngudn video khac nhau khi theo doi

tryc tiép

Ché @6 xem lai

Cho phép xem lai multiview, cung cap cai nhin tong
quan day da vé mdt su co bang cach di€u tra xem lai

nhi€u camera cung mot llc.

Cho phép xem lai video dong bd tir nhiéu may chu

khac nhau trong 1 giao di¢n cung luc

H5 trg thanh truot trong giao dién giup xem lai video
dé dang bang cach kéo dong thoi gian tién hodc lui
nhanh chéng xem lai dit liéu ghi hinh video. DPong
thoi ciing hd trg chirc niing tua nhanh video (up to
x64) cho phép nhanh chéng phan tich video. Hb tro
diéu tra chi tiét timg khung hinh

Cho phép tim kiém nhanh bang cach tao hop tim
kiém trong khu vuc quan tim trong canh va xéac dinh
mbc thoi gian tim kiém trong canh do, tAt ca cac su
kién tim kiém s& dugc hién thi ngay lap tirc duoi dang

hinh thu nhé

Tich hop cac bd loc tim kiém nang cao dé tim kiém
canh quay duoc ghi lai. B loc tim kiém phuong tién
hodac nguoi, loc thém theo mau sac, huodng di chuyén,
khu vuc va kha ning loc ra cac d6i trong nhanh va
nho. Cho phép hiéu suit nhanh hon bang cach lién
tuc xtr 1y video trong nén ma khong anh hudng dén

hiéu suat hé thong

Cho phép tao diu trang (bookmarks) kém céc ghi cha
noi dung dé dé dang truy xuat va tao cac bao cdo truy

xuat sau do

HO tro tinh nang chng ghi d¢ video, dam bao dit li¢u
video khong bj x6a trong cac tinh hudng st dung cu

thé




Hién thi ma héa mau sac rd rang vdi cac loai ban ghi
hinh theo cac sy kién khac nhau giap dé dang loc va

tim kiém vi tri video ghi hinh nhanh chéng

HO tro tinh niang ghi hinh dy phong tir bd nhé trén
Camera, dam bdo ghi hinh du phong trong cac tinh

hudng st dung cu thé

Quan ly sw kién va ghi

hinh theo su kién

Cho phép tao ghi hinh v61 b d€m bao dong trude va
sau sy kién dién ra, diéu nay co thé dam bao c6 duoc
tat ca cac thong tin lién quan trong video duoc ghi

lai.

Gui canh bao va thong béo cac bao dong alarm dén

ngudi dung két ndi téi may chu quan 1y

Tu dong chuyén sang ché do xem video duogc lién két
té1 cac su kién bdo dong, Cac sy kién bao dong sé

duoc hién thi cho téi khi nguoi dung xac nhan

Truy xuat Video

Pon gian str dung va c6 thanh truot dé kéo va chon
cac diém bat dau va diém két thiic trong doan video
dé truy xuit gitip giam thoi gian xac dinh chinh xé4c

khoang thoi gian xay ra sy kién video

Céc camera va ban ghi hinh khac nhau tir céc thoi
diém khac nhau c6 thé duoc két hop trong qua trinh
truy xuat video dé tao ra mot cai nhin tong quan day

du vé su co.

C6 thé thém cac ghi cht vao chudi video va hinh anh
tinh ghi truy xuat video dé mo ta chi tiét sy ¢d cho

nguoi xem

Tao chir ky s dé ting gia tri ching ctr dugc st dung
dé xac minh video khong bi can thiép chinh stra khai
thac ké tir thoi diém xuét video. Ciing co thé tao mat

khau cho tép tin nén video




HO trg tao bao cdo su ¢d, tao va quan ly thong tin cac
truong hop su cd bao gébm hinh anh va video va cac
mo ta vin ban, c6 thé tao va luu trit bao cdo ndy trong
thu myc luu trir mang va c6 thé han ché quyén truy

cap vao cac video da xuat nay

Tao 16p che gidu dong trén video trudc khi xuat dé
bao vé quyén riéng tu cta cac d6i trong nguoi khong
lién quan, dam bao quyén riéng tu c4 nhan va cac doi
tuong khong lién quan ma khong can bat ky phan

mém hodc cac dich vy bd sung thur 3

Xuat video dudi dang MP4, MKV. HJ tro bao vé

bang mat khau cho video trich xut.

Xuét video duoc ghi hinh theo lich trinh dé mo rong

thoi gian luu trir video tu dong

Tim kiém dir li€u

Tinh nang tim kiém dit liéu dua trén bo loc c6 thé két

hop 1 hodc nhiéu dir li¢u dau vao dé tim kiém

Kha nang loc dir liéu dugc tao ra tur sy kién ki€ém soat
truy cap, bién so xe, nhitng két qua nay duogc lién ket

v6i cac ban ghi video.

Co the xuat céc dir li€u trong tim ki€ém ra tép tin csv

Céac diém danh dau su kién dugc hién thi trén dong

thoi gian ghi hinh dé hd tro diéu tra.

Tich hop bd loc ndng cao dugc st dung dé tim kiém
cac canh quay video duoc ghi. Tim kiém phuong tién
hodc con ngudi, loc thém theo mau sic, huodng di,
khu vuc va kha nang loc ra cac vat thé nhanh va nho.
Két qua trong mot khung thoi gian tuong tu co thé
dugce nhom lai, cung cép kha ning hién thi két qua

trong mot cai nhin tong quan rd rang hon. Tim kiém




thong minh ciing c6 thé duoc sir dung trén siéu dir

liéu radar bao gém bo loc cho tdc do dbi tuong.

Cho phép hiéu suat nhanh hon bang cach lién tuc xir
1y video trong nén ma khéng anh huéng dén hiéu suat

hé théng.

Tim kiém vin ban 1a mot cong cu phéap y video manh
mé cho phép tim kiém ngudi dung bang cach st dung
cac tir cua riéng ho. Diéu nay gitip ting cuong tinh
linh hoat va ting tc diéu tra khi tim kiém cac dbi
tugng di chuyén véi sb luong 16n video dugc ghi lai.
Van ban tim kiém duoc kiém duyét dé ngan chan lam

dung va thic day st dung dao dirc. Cac tir tim kiém

khong phu hop bi chén.

Quan ly nguoi dung

Tao va quan ly tai khoan nguoi dung theo phéan

quyén dé truy cap voi quyén han nhat dinh

Ping nhap hé théng su dung: Microsoft Active
Directory, local Windows hoac tai khoan nguoi dung

co ban (basic user)

Xac thyc bang phién dang nhap Windows hién tai

Quan 1y va tao muc do uu tién khi cé cac tai khoan
ngudi dung diéu khién Camera PTZ ddng thoi, nguoi
dung c6 muc dd uu tién cao hon s€ chan nguodi dung
khac, toi thiéu 5 muc d6 wu tién PTZ cho quyén diéu

khién gitra cac nguoi dung.

Mobile Client

Ho tro Android va iOS

Hién thi ma hoa mau sac rd rang vai cac loai ban ghi
hinh theo céc sy kién khac nhau giup dé dang loc va

tim kiém vi tri video ghi hinh nhanh chong

B6 loc tim kiém duya trén thoi gian va ngdy cu thé

gitip dé dang tim kiém video quan tdm, c6 thanh trugt




gitip diéu tra nhanh chéng video duoc ghi lai kéo vé

phia trude hodc sau.

H6 tro ma hoa video H.264, H.265

Ché d6 xem tong quan nhiéu danh sach may chi,
nhiéu mdy chu trong hé thong, hd tro hién thi

multiview tor mt may chu

Tinh ning truy xuat va chia sé video va hinh anh tinh

vOi1 cac nguoi dung

HO trg diéu khién PTZ bao gom cé cac diém preset,
bao gém hd tro tinh ning zoom va di chuyén k¥ thuat
sO trén cac dong camera 360 d6 trong ca xem truc

tiép va xem lai tirc thi.

HO tro tinh ning nghe am thanh trong cac ludng
video tich hop 4m thanh, ciing hd trg tinh ning dam
thoai tric tiép qua cac loa tich hop véi camera hoic

loa mang tich hop trong phin mém quan ly

Cho phép giao tiép 4m thanh hai chiéu cing v6i hinh
anh video truc tiép khi két hop voi thiét bi goi cura,
hd trg x4c minh ngudi goi bang video va co thé diéu
khién mo cira tir xa thong qua nut button trong giao

dién hién thi video.

Cho phép nhan thong bao su kién bao dong truc tiép

tr phan mém quan ly camera

Lién ké dén cac nat hanh dong (button) trong ché do
xem tryc tiép (live view) dé kiém soat chirc ning
thiét bi ciing nhu cac hé théng bén ngoai. Kha ning
phat cac tin nhan duoc ghi am san dé ngin chin
nhiing ké xam nhap hodc thong bao cho nhéan vién va

khach hang thong qua cac nlt chirc nang nay.




Quy tic hanh dong

Mot quy tic co thé c6 nhiéu hanh dong. Khi quy tic
duoc kich hoat, tit ca cac hanh dong duoc thyc hién.
Cac hanh dong sau day co san: ghi hinh lai, bao dong
nang cao, gui email, xem video truc tiép, cai dat ngo
output, gtri théng bao qua HTTP, kich hoat hé thong
am thanh, tin hi¢u dén co1 chdp hodc co thé kich hoat
dé diéu khién hé thong kiém soat truy cip cira ra vao,

guri thong bao qua qua dién thoai

Tao bao ciao hé thong va

xac minh hé thong

Cung cap kha nang tao tai liéu ban giao c6 chua tat
ca cac cau hinh h¢ thong bao gom ca cau hinh may
chu, chi tiét vé cac cai dat thiét bi va ca cau hinh may

khach client

HO tro tao tap tin bao cao hé thong dé c6 thé truy vét

va xu 1y cac van dé lién quan hé thong

Giam sat tinh trang ctia hé thong théng qua giao dién
tryc quan, cung cap mot cai nhin tong quan vé hé
thdng bao gom ca phan ctng ghi hinh. Thong tin luu
trit duoc cung cap bao gdm cac chi tiét lién quan dén
viéc luu gitt, dung lugng bd nhd. Thong bao duogc
tao ra néu mot thiét bi hodc néu hé théng di chéch

hudng va co6 thé giri email canh bao.

Chirc nang Web client

Web client hd trg tinh ning xem live view va
playback, hd trg lya chon luéng stream profiles video
v6i tity chon do phan giai khac nhau dé giam thiéu
bang thong mang khi can thiét

Chia sé lién két dén thoi diém ghi cy thé va xuat cac

phan cta video
HO trg tinh nang diéu khién PTZ va PTZ preset.

HO tro am thanh 2 chiéu, truyén am thanh truc tiép

td1 loa va nghe am thanh tir micrd




Chikc niing quan ly thiét bi

C6 thé ty dong gan Pia chi IP tir may cha DHCP hoic
duoc gan tur dai dia chi IP.

Hd trg Microsoft Windows Active Directory gitip dé

dang thém nguoi dung vao hé théng

Tu dong tao mat khéu an toan trén thiét bi. Mat khau
nay dugc tao ¢ do dai tdi da duoge hd tro boi (cac)

thiét bi d3 chon.

Hé théng c6 thé ty dong kiém tra cac ban nang cap
chuong trinh co s& cua thiét bi méi; Firmware c6 thé
duoc nang cip song song hoic theo trinh tir. Quén tri
vién co thé quyét dinh xem c6 nén cap nhat chuong

trinh co s& hay khong.

C6 thé dinh cau hinh nhiéu thiét bi cung lic bang
cach sao chép cai dat thiét bi tir mot thiét bi hodc

bang cach ap dung tép cau hinh.

Cai dat ngay va gid cho cac thiét bi c6 thé dugc dong
bo hoéa véi may chu s€ hoat dong nhu mat nguén
NTP (Giao thuc thoi gian mang). DG 1€ch thoi gian
cia may chu va thiét bi dugc hién thi gitp dé dang
xéac dinh xem c6 bat ky van dé nao vé6i viéc dong bo

hoa thoi gian trong toan bd gidi phdp hay khong.

Khai dong lai thiét bi hodc khoi phuc thiét bi dé dat
lai hau hét cac cai dat, bao g@)m ca mat khau, vé gia
tri mac dinh ban dau. Céc cai dit sau khong dugc dat
lai: giao thirc khoi dong (DHCP hodc tinh), dia chi IP
tinh, bo dinh tuyén mac dinh, mat na mang con va

thoi gian hé thong.

Két ndi an toan véi cac thiét bi bang HTTPS. ciing

c6 thé dinh cu hinh Co quan cép chimg chi

Mot camera cé thé duoc thay thé trong hé thong ma

khong 1am mét cic ban ghi cia camera duogc thay thé,




bao gdm ca cac camera c6 nhi€u cam bién. Cac cai
dat c6 thé so sanh s€ dugc duy tri bao gom cai dat

ghi, ché d§ xem va bi€u tugng trén ban do.

Chtrc ning kiém tra moi van dé vé hé thong. Cong cu
nay tu dong tao tai li¢u hitu ich cho cac nha tich hop
6 thé duoc st dung dé ban giao va tai liéu xac minh

hé théng

3.2 Phin h¢ phin mém phan tich AI

Phin mém phan tich ting cuong Al c6 thé xir Iy tir ludng video hoidc cac hinh anh nhan

dién dugc xtr 1y tai bién do cac camera gui vé.

Céc tinh ning chi tiét dugc mo ta dudi day:

- Phuc vu kiém soat an ninh, trat tw, nhan dién hanh vi (ARS iSecurity)

Tinh ning

Mo ta

Phat hién & nhan dién khuodn
mat, nhan dién VIP, nhan vién,

hanh khach

Tinh nang: Nhéan dién khudén mat va canh bdo nguoi
trong danh sach tim kiém (co thé mé rong nhan di¢n dac
diém nguoi: deo khau trang, ba 16, mau quan 4o, toc
dai/ngan, gidi tinh..)
Muc dich: Nhan dién va canh bao VIP tai cac khu vuc
quan sat

e Cong Checkin tir may bay vao nha ga

e Cong Checkin tir nha ga ra may bay

Phat hién & nhan dién dac
diém d6i twong, nhan dién

hanh 1y bé quén

Nhan dién va canh bao hanh ly bé quén tai cac khu
vue quan sat:
o Lbi di tir may bay vao nha ga (vio va ra)

o Ldi hanh lang di ra may bay

Phat hién dam dong/tu tap,
dém hanh khéach (loai trir nhan

vién)

Pém hanh khich tai cac khu vwe quan sat (hé thong
cin loai trir nhin vién da dwoc ding ky khudn mit):

o Lbi di tir may bay vao nha ga (vio va ra)

« Cong Checkin tir may bay va nha ga

« Cong Checkin tir nha ga ra may bay




Nhan dién va canh bao xe
ding d6 qua thoi gian cho

phép

Nhan dién xe dirng 45, do dém thoi gian dirng dd va
canh bao néu vuot qua thdi gian cho phép tai noi dén
tra khach

e Khu vuc xe tra khach vao nha ga

- Tich hgp hé thong, phan tich dir li¢u:

Tinh ning

Mo ta

Tich hop thiét bi khac

Tinh ning: Tich hop v&i hé thong quan Iy VMS, hé thong
Loa thong bao, hé thdng canh bao khac...
Muc dich: Tich hop véi cac thiét bi co sin

Quan 1y tinh trang thiét bi

Tinh ning: Quan 1y, ciu hinh thiét bi, tinh trang két ndi
thiét bi.

Muc dich: phuc vu quan 1y thiét bi tp trung.

4. UUDIEM CUA GIAI PHAP

Uu diém

Mo ta chi tiét

Giai phap End-to-End dong bo

Giai phap dugc xay dung dua trén h¢ sinh thai toan dién
clia Axis, bao gom ca phan cting va phan mém, dam bao
mot quy trinh van hanh dong bo — linh hoat — hiéu qua (xtr
Iy dit liéu tai bién, tich hop phan mém trung tim, diéu

khién truc tiép thiét bi bién)

Xu ly Al tai bién

Két hop xtr Iy Al tai bién va Al server trung tim gitip phan
ung tuc thoi tai hién truong, gidm tai mang va luu trit,
ddng thoi van dam bao kha niang phan tich chuyén su,

hoc may va diéu hanh tap trung

An toan & bao mat

Chéng gia mao, bao mat HTTPS, Edge Vault chdng can

thiép
Téi wu chi phi O&M D@ trién khai, giam thiéu béo tri
Mo rong linh hoat Tich hop dugc voi hé théng VMS khac qua ONVIF, SIP

hoic ACAP. Pdng thoi d& dang mé rong pham vi theo

doi.




5. DANH MUC HANG HOA

AXIS Q3839-PVE

AXIS Q3548-LVE

Axis

Axis

Non China

Non China

pcs

pcs

No/ Product Name Brand/ coo/ Unit/ Q;;/ Notes/
Stt Tén Thiét Bj Nh3n Hiéu | Xuat x&r Pvt Ghi Cha
Luong
A | Phan cirng Camera

Hoat déng tét trong moi
trwdng dnh sang thay dai,
nguwoc sang

Hoat déng t&t trong méi
trudng anh sang thay doi,
nguwoc sang

AXIS Q3548-LVE

AXIS Q3548-LVE

Axis

Axis

Non China

Non China

pcs

pcs

Hoat dong t&t trong méi
trudng anh sang thay doi,
nguwoc sang

Hoat ddng tdt trong méi
trwdng 4nh sang thay dai,

-1x512GB SSD (HPH)
- 1TB NVMe SSD (lwu triy
Database)

4 .
nguoc sang
B | Phan cirng Mdy chu va phan mém VMS - Quan ly Ghi hinh
1 | AXISS1232 RACK 32 TB Axis Non China | pcs Tich hop san 32 license VMS
1 Cameara va 32TB lwu trir
C | Phan clirng May chu Al
May chu Al
- Intel(R) Core(TM) i9-
14900K Tham khao gia tlr H3ng cung
-2 x NVIDIA RTX 4090 (24 cap
1 | GBVRAM) HP/Dell/IBM | HP/Dell/IBM | pcs 1 C3u hinh phan cirng May chu
- 128GB DDR5 Al: 14 Camera (C6 kha nang

m& rong |én 20 Camera)




Phan mém Al quan ly tap

(Base license - Tinh theo s6

trung trén Server ARS Vietnam HT 1 lwong server)
. A Ung dung phat trién trén
Ung dung pllat hién Face ARS Vietnam Lic Chipset cia Camera Axis hd
Al chay trén camera 12 . .
tro Chip Deep Learning
Ung dung phat hién hanh Ung dung phat trién trén
ly ARS Vietnam Lic Chipset clia Camera Axis ho
A 6 . .
Al chay trén camera trg Chip Deep Learning
Ung dung phat hién xe .y P .
dirng d6 Axis Non China Lic ba tich hop tinh nang san

Al chay trén Camera

trén Camera Axis




